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Internet traffic classification using SVM with flexible feature space

QIAN Yaguan', GUAN Xiaohui’>, YUN Bensheng', LOU Qiong', MA Pengfei'
1. College of Science, Zhejiang University of Science and Technology, Hangzhou 310023, China;
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Abstract: SVM is a typical machine learning algorithm with prefect generalization capacity, which is suitable for the
internet traffic classification. At present, there are two approaches, One-Against-All and One-Against-One, proposed
for extending SVM to multi-class problem like traffic classification. However, these approaches are both based on a
unique feature space. In fact, the separating capacity of a special traffic feature is not similar to different
applications. Hence, flexible feature space for extending SVM was proposed, which constructs independent feature
space with optimal discriminability for each binary-SVM and trains them under their own feature space. Finally,
these trained binary-SVM were ensemble by One-Against-All and One-Against-One approaches. The experiments
show that the proposed approach can efficiently improve the precision and callback of the traffic classifier and easily
obtain more reasonable optimal separating hyper-plane.
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B2 5025 (multi-class classification) [ &R, 181 % M
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i A RS 5 191 A
yw'x+b)=1, i=1,-,m (2)

TR SR AN A o T 4 i i — Al L
ST RS K i s B Ot S 0 v 4 2 O] DT 5 4 A B
i) S L T 4
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min 300 +CTE ) (®)
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I 2R 4 D,
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end if
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HTTP Al mail i . A kU004 2555 1 g
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WA D,
end if
end for
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One-Against-One % W% 7 1%

for j<1 to K do
for k<j+1 to K do
label«—SV M, (x.);// SVM;; i thh x; () 28 71 Bl
M. xeT
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end for
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end for
4 LIS REE
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LA 0 0 4 v 55 491 6 B, R 10 47 58 SUBRIE , BF
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recall=TP/P (12)
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26U, JF 4% 28 min Jhy [R) B BE AL AR IR 10 B SR R
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A VRS A ) DPT AT 52 1, I 4% Moore 45 42 i Y 47
EE AT T AL,
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72.2% ) WU B | B 2 I SR80 4R P 2R U i 1Y L A R
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42 ZHRAW
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PETERRAE 23 18] R K, B AR 22 It AR (IR, A e A SCR A
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BARRRHE £ (3K 3), ARSCHE A9 ] A8 REAE 25 1) 9 7
PR TE R N SRR AE 7 4 A JE 6l TR SVM-RFE 5 i
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a,duration , throughput b—a , mean_data_ip_a—b}. H T i
BB AR — 5 A #5325 SVM R REAE 25 8]
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A [ XF L B, HHr One-Against-One + % 75 8t
One-Against-One I 7] 28 K¢ i %5 [/] 7 ¥ , One-Against-All+ %
TR One-Against-All 1 A]ZE KR AE 25 [0 7 ¥ o T LA
4 FhOT IR SVM $95% Y 2 T o 0 AR PR WL ¢, K 3C
428t AT 7R R I 2% ) 7 28 L 8 — 5 A 25 1] B 7 Y A
BERIA R EAA RO B 4R 5 . X 40 WWW mail X
FE H 2 25 19 2, 298 One-Against-All Al One-Against-One
FkC AT LIk B 85%LA I RS BERIA 1A Ok i
BT AT A B 90% LA b o 4328 B 2 42 T iR i fic K Y 2
ARLELLBIAR N, A 7 B R ARME A D B, 0 attack |
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F1 XTEHLBEHHESE 1
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x3 MERBFLETE
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1 Dst_port JIie 55 448 s 1, 32 2 10 o7 7
2 Sre_port 7 I e Ak Ty
3 max_data_ip TP 0405 4320 v e K710 8k
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6 syn_pkts_sent_b—a IR 55 i 3 21 % 3 326 (99l syn A 2 1 BRI 43 2H 2R
7 throughput b—a IR 55 g 30 % 7 S ) A vk ot
8 mean_data_ip_a—b R P i ) IR 55 4 1P IR 43 20 141 1 5 15 6
9 mean_data_ip_b—a AR 55 2 ) %5 7 S TP &R 4 2 2 1 38 52 5 8
10 mean_IAT_a—b IR s 1) R 55 4 1) B0 23 27 24 25k [l B
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12 duration TCP % 5 22 i 1]
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